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A FUNDAMENTAL CHANGE IN HOW CYBER ATTACKS CONDUCTED _
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VISION

Computer vision is a field of N,
artificial intelligence (Al) that b
enables computers and
systems to derive meaningful
information from digital
images, videos and other
visual inputs.

. { ‘ .
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CONCEPT

Conv. layer
(114x154x32)

Pooling

(57x77x32)

Conv. layer
(53x73x64)

Pooling
(26X36x64)

Conv. layer
(24x34x128)

| '@ .
-

FC layer
(128)

Pooling
(22x32x256)

Conv. hver
(11x16x256)
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PHISHING

Setup
1. Data Selection
50k unique Phishing PDFS50R e
unique benign PDFs
2. Convert first page into
JPJ
3. Resize images to
256x256 pixels

4. Train a DL Model
=2 Train-Test-Split = 80.20

5. Validate
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PHISHING

Setup

1. Data Selection
50k unique Phishing PDFs50k

unique benign PDFs

2. Convert first page into
jjele

3. Resize images to
256x256 pixels

4. Train a DL Model
=2 Train-Test-Split = 80.20

5. Validate

Results

Correct classified

92%
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VISUALIZATION

s e |
Binary  011.10100101/101110011011000111/10010111001101100101
LEZENE B BN N EEEEEE B EEE EER R ER E EE B
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VISUALIZATION

o v v s
Binary  0140100104/101110011011000111/10010111001101100¢10|
LIT3E § Bl B Al §H EE B

TP W SRR R 1988

s
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Chat [ [ P2P Streammg VoIP

CLASSIFICATION

ConSIStency in the sametraffic class
Visualization of Encrypted Traffic
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KAGGLE
Microsoft

Challenge

Classification of 500GB of
malware into 9 malware
family classes.
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Microsoft

Challenge

Classification of 500GB of
malware into 9 malware
family classes.

Winning Solution:
>00% correct classified
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REAL LIFE DATA

Hides itself as much as possible
Within data to circumvent its
detection




AND FILES

Multitude of different encodings and
filters

Encodings: ASCII, Hex, Baseb64,

Filters: Compression, Encryption,

More Datatypes: Images, Videos, Attachments.

Access the

decrypted content

%PDF-1.7

1 0 obj Catalog

[created by attacker]
{/OpenAction 7 0 R}

2 0 obj Pages
/Kids [3 0R]

3 0 obj Page
/Contents 40 R

4 0 obj Contents

[encrypted stream]

5 0 obj EmbeddedFile

[encrypted stream]

6 0 obj Encrypt

/StdCF AESv3

/StmF /StdCF

JEFF /StdCF

/StrF /ldentity— ——

trailer

/Root10R
Encrypt 6 OR

a Encrypted
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AND FILES

Multitude of different encodings and
filters

Encodings: ASCII, Hex, Baseb64,

Filters: Compression, Encryption,

More Datatypes: Images, Videos, Attachments.

Interpretation of image data ->
context required

Access the

decrypted content

%PDF-1.7

1 0 obj Catalog

[created by attacker]
{/OpenAction 7 0 R}

2 0 obj Pages
/Kids [3 0R]

3 0 obj Page
/Contents 40 R

4 0 obj Contents

[encrypted stream]

5 0 obj EmbeddedFile

[encrypted stream]

6 0 obj Encrypt

/StdCF AESv3

/StmF /StdCF

JEFF /StdCF

/StrF /ldentity— ——

trailer

/Root10R
Encrypt 6 OR

a Encrypted
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CONTEXT

Context through
statistical analysis

UniPassau ( X , y ) |
Un (85,110) «
ni (110,105) -

i (105, 32)
= (32,80) °

Pa (80,97) -
as (97,115 .
ss  (115,115) °
sa (115,97) =
au (97,117) -




CONTEXT

1. Upper + Lower Letter 4. Special + Lower Letter
2. Lower Letter + Lower Letter 5. Special + Upper Letter

3. Numbers + X 6. Spaces + Letters



CONTEXT

ASCII Text HEX Base64




CONTEXT

(PDF)

arung

Steuererkl

calculator

i)
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CONTEXT




DATA
CONTEXT




CONCEPT

Pooling
(57x77x32) Posiing ¢ layer
(26x36x64) Pooling

(22x32x256) L
- jlllli g

P
-
-

Conv. layer *~- s
Conv. layer (11x16x256)
Conv. layer (24x34x128)

Conv. layer
(114x154x32) (S3KIEN6R)

CONFLICT! -> Data reduction required




SELECTION

Multitude of different information
Context, Locality, Randomness, etc.

Selection, Segmentation & Reduction
Structural Information

User Data
Attachments
Encryption

Encodings
Filters

Access the

decrypted content

%PDF-1.7

1 0 obj Catalog

[created by attacker]
{/OpenAction 7 0 R}

2 0 obj Pages
/Kids [3 0R]

3 0 obj Page
/Contents 40 R

4 0 obj Contents

[encrypted stream]

5 0 obj EmbeddedFile

[encrypted stream]

6 0 obj Encrypt

/StdCF AESv3

/StmF /StdCF

JEFF /StdCF

/StrF /ldentity— ——

7 0 obj Action

trailer

/Root10R
Encrypt 6 OR

Bk i
L]
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OBJECTIVES

Multitude of different information

Context, Locality, Randomness, etc.

Selection, sSegmentation & Reduction

Decisions on how to deal with which information

Representation

Different conversions for different information

Access the

decrypted content

%PDF-1.7

1 0 obj Catalog

[created by attacker]
{/OpenAction 7 O R}

2 0 obj Pages
/Kids [3 0R]

3 0 obj Page
/Contents 40 R

4 0 obj Contents
el Raie

trailer

/Root10R
Encrypt 6 OR
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TAKE AWAYS

DATASET

PDF MS-Office

benign 12399298 9.637.553
malicious 3.609.048 3.209.806

Total 16.008.346 12.847.359

AVERAGE ANALYSIS TIME

3s

Sources
Virusshare
Virustotal

Malshare
Self collected
Cooperations

DETECTION RATES

True Positive Rate

False Positive Rate 0,088

True Negative Rate

False Negative Rate 0,05623%

UPDATE CYCLE

>8 month

MS-Office

0,05761%

:i: INLYSE



THANKS FOR

WATCHING

MALWARZ.Ai

LOGIN

World First /"" -
Visual Al Based /
Malware Detection [

CONTACT Us

:i: INLYSE @ www.inlyse.com

DA info@inlyse.com




